Software Architect Application Security
Job Description
Who We're Looking For
This position is part of the team responsible for the development of solutions and deployment of the
Creative Technologies suite of applications and development and streamlining of processes/systems.
The role contains a particular focus on application security and related processes, helping to
ensure the overall security posture of the Benchmark Capital suite of applications.
About Benchmark Capital
Benchmark Capital powers financial advisers through insight and integrated tools, services and investment
solutions that help them differentiate their client proposition. Helping advisers to look after their clients is at
the centre of everything we do. Our award-winning solutions support over 150 advice firms, with £17.1
billion of assets under advice1
With a technology-led ecosystem of regulatory, platform, and investment services, and our own financial
planning business, our approach is guided by delivering safety and security for customers and focused on
positive client outcomes.
We believe that first-class client service and integrated technology are essential components for long-term
success. Our seamless, holistic approach works in harmony both to empower advisers and their clients
and to generate tangible financial and competitive advantages. We work with some of the most successful
financial planning firms in the UK, bringing the power of technology to advice and wealth management
1As at 31.03.21
The base
You'll be based at our Broadlands Business Campus near Horsham in West Sussex. It has high standards
and international reputation, without being in the city: a big, countryside campus means life will feel a little
different.
We support our offices by using cutting edge software and hardware and our spacious campus facilities
mean there's a great working environment for the team. With an on-site restaurant, coffee shop and gym,
our campus has much to offer. And commuters can relax on our dedicated regular shuttle bus to and from
Horsham’s main line train station.
We know that helping you balance personal and professional commitments is a big part of that, so we're
open to flexible working. Many of our staff work flexibly in many different ways, including part-time. Please
talk to us at interview about the flexibility you need.
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What You'll Do
(This is not an exhaustive list of the duties to be performed. Job descriptions do not limit the tasks that an
employee may reasonably be requested to perform. Changes in job descriptions may be necessary as the
needs of the Organisation change over time.)
•
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•
•
•
•
•
•
•
•
•
•
•

Work within our scaled agile environment to collaborate with product owners and product
managers to determine functional and non-functional requirements (and specifically security
requirements) for new software or applications
At the team lead level develop high-level Feature and Enabler specifications, aligned with security
requirements, whilst assisting other members of the team with similar security guidance.
Work closely with fellow architects and principal developers/testers to promote alignment with the
Architecture Governance Framework and associated blueprints and policies.
Input into architectural, security and engineering related policies.
Work closely with the Information Security team to align standards, frameworks and security with
overall business and technology strategy
Contribute to the design and implementation of cloud infrastructure in Azure, providing guidance
and review from an architectural and security perspective.
Understand all aspects of development from appropriate technology and workflow to coding
standards.
Communicate successfully all concepts and guidelines to development team
Oversee progress of development teams to ensure consistency with initial design
Contribute to technical guidance and coaching to developers and engineers
Ensure software meets all requirements of quality, security, modifiability, extensibility etc.
Help to produce and maintain company-wide Secure Development Standards and apply these to
the chosen Software development lifecycle.
Help define, implement, and monitor a Secure DevOps (SecDevOps) approach.
Monitor, identify and communicate current and emerging security trends. Coach developers,
testers, and DevOps engineers in these trends.
Identify security design gaps in existing and proposed architectures, both at application and
infrastructure levels, recommending changes or enhancement.
Perform and/or assist with vulnerability testing, risk analysis and security assessments.
To monitor and review security vulnerabilities across the application suite and contribute to their
resolution.
Understand modern authentication and authorisation protocols and other related security
standards. Help implement these across the application suite, supporting the various teams in
doing so.

The Knowledge, Experience And Qualifications You Need
• Proven experience as software architect, with knowledge of React, .Net and .Net Core, ASP.NET,
ASP.NET Core, Azure Technologies.
• Experience of application security concepts, including but not limited to the latest OWASP Top 10
and common best-practices for mitigating against such attacks.
• Experience of modern authentication and authorization protocols, such as OpenId Connect and
OAuth2.0.
• Experience of SAST and DAST tools would be advantageous.
• Experience in software development and coding in various languages (C#, .NET, TypeScript)
• Excellent knowledge of software and application design, architecture and patterns [Solid, DDD,
TDD, SOA, Service Design thinking and Distributed Systems]
• Familiarity with HTML/CSS, JavaScript and UI/UX design
• Understanding of software quality assurance principles
• Understanding of security trends, at application and infrastructure level.
• General understanding of deployment patterns.
• Excellent understanding of secure software development standards and lifecycles.
• Knowledge and experience of NIST and associated standards such as FIPS 140-2
• A technical mindset with great attention to detail
• High quality organizational and leadership skills
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Outstanding presentation abilities
Excellent interpersonal, time management and communication skills- both written and oral.
Customer focussed and can present ideas and concepts in user-friendly language.
Flexible and willing to work outside core business hours as required.
Knowledge of current and emerging cloud architecture patterns.

What You'll Be Like
The ideal candidate is energetic, motivated with a ‘can do’ attitude, possesses good analytical and
problem-solving abilities, and is keen to take on a role in a department with development and
advancement opportunities. Due to the unpredictable nature of the IT industry, it is also important for this
person to be willing to expand their Architecture, Software and IT knowledge, and to upgrade their skills
set as and when required. Having a keen interest in application security would be hugely beneficial. The
role will involve working in a small team in an environment of open information-sharing to assure crosstraining and cover within the department.
We're Looking For The Best, Whoever They Are
Benchmark Capital is an equal opportunities employer. You're welcome here whatever your socioeconomic background, race, sex, gender identity, sexual orientation, religious belief, age or disability.

Note: This description is not intended to cover all the duties of the role. Reasonable additional duties may
be assigned or duties may be reassigned at any time and at the discretion of management.
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